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HMS eWON Flexy integration to
AZURE 10T

How to send data using the MQIT protocol to Azure webservices from a HMS
eWON Flexy

Pre-Requisites
1. Make sure that the port 8883 is open in your firewall.
2. HMS eWON Flexy 20x Series with firmware version 12.2s1PR or above.
3. Azure iot webservice account.

This document does not describe on how the Azure services work or any of these services.

Setting up your Azure iot details.

Goto Attps.//azure.microsoft.com/en-us/sewvices/iot-hub/

Log into your Azure iot Account.

Microsoft Azure

A= Microsoft

ewoncheck@gmail.com F)‘

Enter password

Password oY

Keep me signed in

Forgotten my password

Sign in with a different Microsoft account

You will need to create a new iot hub and a new device
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Once it is done, you should see something like that:
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It should be the same information in your Web page. See below in the section “Connect the Flexy to the AZURE

Platform”
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Setting up the HMS eWON Flexy
1. Logintothe HMS eWON Flexy.

2. Create yourTags
3. Copy the basic script from the post https://techforum.ewon.biz

Connecting to the Flexy using FTP.
1. Extract the files previously downloaded from the techforum
2. Upload the files in the Flexy attached with this documentation into the dossier “usr”
a. Azureiot.shtm
b. Azureiot_parameters.ixt
c. BaltimoreCyberTrustRoot.pem

Connecting the Flexy to the Azure Platform
1. Open the browser and XXX.XXX.XXX.XX/ usr/azureiot.shtm
2. Insert the following instructions into the page
3. Don'tforget to click on “Save and Connect”

Inserting the instruction into the web page

1. Device Credentials

— Device Credentials
Enter the connection parameters:
Device Id:
lot Hub Name:

SAS Token:

a. Deviceid
Check in iot devices explorers

DEVICE ID STATUS

flexy20100 enabled

b. lot Hub name
Check on the dashboard

eWONPROJECT
AZURE 10T HUB

X
Active [ 8

c. SASToken
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The next step is to create the authentication token.
Get your account authentication token ( Shared access> iothubowner>primary key
token) and store it somewhere:

M s e = =
x L.l > 0. ewond ":,C,n)gm,a"'u"'
= | ™ EWONCHECKGMAIL (DEFAUL

> eWONPROJECT - Shared iothubowner
[ ——— eWONPROJECT - Sha 55 policies
.’ loT Hub

All services

Dashboard

| resources

Resource groups
group: POLICY

T cermmes /] Device connect®
& App Services sETTINGS iothubowner
% Function Apps Shared access policies senvice
W sQLdatabases device ;

Shared access keys
- E registryRead Primary key @

P Filte RCLONOTL = =
M virtual machines e registryReadWirite e — m
A Certificates Secondary key @
€ Load balancers - EPE—— = [y
I Properties
- snnection string—primary key @
B storsge accounts e ring—F
Locks HestName=eWONPROJECT azure-devices netSharedAcces.. [}
Virtual networks . an string—secondary key @
Automation script on string—secondary ke
& Asure Active Directory = PecT e = m

Then, download this tool:

https://github.com/Azure/azure-iot-sdk-csharp/releases

And install it.

Enter your account token in the first window, then click on update, then on generated
SAS:

o/ Device Explorer Twin =)

: Configuration | M ‘ Data | M To Device | Call Method on Device

Connection Information
loT Hub Connection String

HostName=eWONPROJECT azure-
devices net SharedAccessKeyName=iothubowner.Shared Key TS GRS,

Protocol Gateway HostName:

Update

Shared Access Signature

Key Name igthubowner
KeyValue g " il
Target [eWONPROJECT azure-devices.net

TTL(Days) 365 o Generate SAS

SharedAccessSignature sr=eWONPROJECT azure-
d nel& sic=Cmivhidinnd e Eiceangas~1553178590

8skn=iothubowner
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Click on the management tab. You should see your devices. If it's not the case, click on
“refresh”. Select your device and click on SAS Token.

Configuration | Management | Data | Messages To Device I Call Method on Devil:e|

Actions

[ Create ] I Refresh ] [ Update ] I Delete ] [ SAS Token... ] I Twin Props.

Devices
Total: 1

Id PrimaryKey SecondaryKey PrimaryThumbl SecondaryThui ConnectionStrir ConnectionStat LastActivity Tim LastConnection LastStatel]
AferfJmAWgk... rdLTBnLNmv... HostName=e... Disconnected 0.

You will need to select your device, your TTL and then click on generate.

DevicelD |flexy20100 r)

TS e et -

TTLDays) 365 =
HostName==WONPROJECT azure-

devices net;Deviceld=flexy20100; Shared Access Signature=5Shared Access Signature
ﬁWDN F‘F-lDJEET.and

You need to cut this key (from HostName to SharedAccessSignature=) to get something
like that : SharedAccessSighature sr=ewons.azure-devices.net%2Fdevices
%2Fewon_x86&sig=XXXXXX&se=1536388729

HMS eWON Flexy integration to AWS.docx (version: 1.0)
28 March 2018




¢ cWON

This will be your SAS Token

2. Timing settings

Timing Settings
Change Push Time : 2 . Push changed tags every "Change Push Time" (in sec)

Full Push Time : 20 - Push all tags every "Full Push Time" (in sec)

a. Change Push Time
This option allows you to push tag values if values have changed during XX seconds

b. Full Push Time
This option allows the sending all tag value every “ Full Push Time” (in second)

3. Group of tags
Each selected group is sent

—Select the Tag groups to send

Group A 1
Group B: 1
Group C: 1
Group D: 1w
What after a reboot?

The program reads files in your Flexy to keep the connection.
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