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Produced/Consumed tags Through a Network Address Translation
Connection

638107 | Date Created: 01/08/2015 | Last Updated: 05/07/2018
Access Level: TechConnect

= Print

Question
» How to communicate a produced and consumed type through the 9300-ENA?
« |s there any guideline on how to setup Produced Consumed with 1783-NATR?

Environment

. 1756-L75v20.014

« 1756-EN2T v4.003

« 1769-L36ERM v20.014
9300-ENA v2.036
1783-NATR

Answer

This diagram shows the network used in the following example:
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Controler A

IP Address: 10.10.0.166
Subnet Mask: 255 255 2350
Gateway: None

Public (UpLink)

Client PC
.f—*" IP Address: 192 168 3.5
E Subnet Maslc 255 255 2550

Private (Local)

Gateway: None
—
L
9300-ENA
[P Address: 192.168.3.250
Subnet Mask: 255 255 2520

Gateway: None

A

| Controler B

~ 1P Address: 192.168.2.159

¢ Subnet Mask: 255.255.255.0

j Gateway: 192168 2 49

Note: Any changes on the 1783-NATR require a power cycle/module reset to take effect

1. Configure the IP's in 9300-ENA
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e

€ A 15168329

@ Allen-Bradley 9300-ENA

Minimize Netwark: Configuration \

o A
ome
_ . Uplink Interface (Public)
ﬁ Basic Configuration

]

IP Address ooo
m Network LPLINK ' 00o
[ securty Subnet Mask 550550550 ¥ 3
m Miscellaneous LOCAL I

ﬁ Applications Default Gatevay IU.D.D.D
1:1 NAT
m Allow Configuration I Enabled 'l [

m Discovery B
ﬁ Systam
m Backup/Restore Local Interface (Private) CONFIG '
m Performance IP Address 192.168.249 Important Note:
D Restart/Reset Use this IP address as the —r]—.—
m Support Subnet Mask Gateway IP address in the

port configuration of the

m Upgrade Firmvare Allow Configuration IEnabIed vl devices to be translated.

Configuration Interface

DHCP Client IDisabIed 'l
|192.158.3.250

256.255.252.0

IP Address

L

Subnet Mazk

Apply Changes D

A - Set the IP available to the Uplink port (Public). If disabled, you can not configure (read / write) the ENA
via the Uplink port, that is, the web page will not be accessible.

B - Set the IP available to the Local port (Private) *. If disabled, you can not configure (read / write) the ENA
via local port.

C - Set the IP for the 9300-ENA. In order to configure it via Interface port.

D - Apply all changes.

* IMPORTANT: Use this IP address as the Gateway Address of the devices to be converted to a Private IP
Address

2. Configure the IP's on Controllers
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ISB' 16%Backplane’,1 1756-EN2T/C Configuratio il

General  Port Configuration

Hetwark Configuration Type
’V {* Static ™ Dynamic

" ee DHER Io obtait network configuration.
= Use BOGOTP toobtain network configuration:

Diomain Mame:

IP Address: | 1 . 10 . 0 . 168
Metwark, Mazk: I 285 0 28R 0 ZBR .1
Gateway Address: I ] 1] 1] 1]
Frimany Mame I 0 0 0 0
Server:

Secondany Mamea

Server I o .o .o .30

Hozt Mame:

V¥ Auto-negotiste port speed and duplex

Current Port Speed: I 100

-~
-~

Current Duples: I Full duplex

[Changes to Part Speed and Duplex require module reset. ]

Status: IN etwark, |nterface Configured

] I Cancel Apply Help

IP address of the ControlLogix controller
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USB' 16 1769-L36ERM /A LOGIX5336ERM Configuration El

Gereral FPort Configuration | Advanced Part I:n:-nfiguratin:nnl Netwarkl

Hetwark Configuration Type
’V {* Static £~ Dynamic

€ s MHER to obtain network configuration
€% == BOOTE to cbtait network configuration,

IF Address: | 192 . 168 . 2 . 183
Netwark Mask: | 255 . 255

Gateway Address: I 192 . 163

Frimary Mame =

Server:

Secondany Mame I 0 0

Server :

Darmain M ame: I

Huost Mame: I

Status: Metwark, |nterface Configured

| aF. I Cancel Smply Help

IP address of the CompactLogix

A - IP Address of step 1 item B

3. Set the conversion rules tab 1:1 NAT in 9300-ENA. This tab is used to make the IP conversion of a Private
network to the Public network
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O

€ F A mmam v o [Q searh
=

D Aer-radey QTR

Configuration

Minimize

m Home
ﬁ Basic Configuration
[ wetwor
[?) security
m Miscellaneous
ﬁ Applications
(A 1:1 nar
[0 biscovery
(Gl system
m Backup/Restore
m Performance
[} Restart/Resst

D Support
m Upgrade Firmvare

M 10.10.0.167 192.168.2.15% CLX L75 to L36ERM

oNewIPAddrﬁs ouewlPﬂ.ddrEsRange 1P Address Rule \ s

A I
Public IP Address: 10.10.0.167

Private [P Addrass: 182.168.2.158

ICLX L75to L3BERM

Performace Drain: 1

Comment

m Cancel |

Note: Before you start adding IP addresses on your ENA, make a list of all IP addresses that you want to
use for each Ethernet network. This will help you prevent IP address conflicts.

IP addresses include all Ethernet interfaces, automation equipment, PC's, switches, both ENA interfaces,
and all IP addresses in the NAT table (even if there is not hardware in the local network corresponding to an
IP you entered in the table ).

A - Add the IP that will be converted

B - This IP has to be a virtual IP, that is an IP in the range of Public network that is not being used, not to
duplicate the IP. This IP will be used in the controller that will be the producer, because it will not
communicate directly with the Consumer Controller that is in the 192.168.2.159 range

C - This IP corresponds to the CompactLogix L36ERM

D - Do not forget to activate the conversion

4. Create the Producer Controller project
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¥ R&Logix 5000 - Produced_9300ENA [1756-L75 20.14] -8
File Edt Yiew Search Logic Communications Tools Window Help
jlﬁlﬂl J M‘lal ﬂlﬁll j M ITI_= mgl @gl |5£fﬂffa£ang'uagem j ﬂ
Offne .| \DFoces |@ Path [ IS8V ackpane\ +| &
Disebled qP :
N“FLL Nane Installed
No Edits a FSFEFnrces: ﬂ H||D1||Eﬂ| ‘||'|‘M'|{}|'(U}|'(L}| ﬂ
Redundarcy L) Esslejliandstalled @ 1 4|>|\ Favorites A Safety £ Alarms A Bt A TimeriCourter A Iny
Il Module Properties: Localil (1756-EN2T 3.1) =0
E = 'ﬁ CDntrDller Produced_9300ENA /M
% & Cotrle Tags General | Eonneclion' Time Syncl Module |nf0| Intemet Prutucoll Pot Eonﬁgurationl HSNetWom'
N (7 Controller Fault Hander
LS (53 Pawer-Lp Handler Type: 17BE-EM2T 1756 10/100 Mbps Ethemet Bridge, Twisted-Par Media Change Type... | -
EI'B Tasks . Yendar AllenBradley
El%— MainTask Parert Lacal  Ethernet &ddress
Eﬂ; MainPragram
----- (13 Unscheduled Programs | Phases Mame: ETH Public (" Pivate Network: 192.188.1.| _I::'
= B Mation Groups Descrictor
------ L[ Ungrouped dxes L j P Addvess I 0100
----- [T Add-0n Instructions .
= @ Diata Types J (" Hast Name: I
""" E@o User-Defined - Module Definition
l E@a Strings Change. | Slat: |1 vl
.% dedi” D; fined Revision: 1
redfine . . :
lllll 3 Hode-Defned Electionic Keying: Disable Keying
..... (7 Trends Rack Connection: Hone
EI'SJ 1/ Canfigur ation Time Synic Connectiors  Nane
=k . 1756 Backplane, 1756-513
------ 10 [0] 175675 Produced_3300ENA
B " [1] 1756-EN2T ETH _Puble
= -,1?;5 Ethernat
------ ) 1756-EN2T ETH_Public
------ @ 1769-L36ERM Consume_9300ENA
Description
Status Otfline
|| Maciule Faut
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7% RSLogix 5000 - Produced_9300ENA [1756-L75 20.14] =t
File Edt ‘iew Search Llogic Communications Tools ‘Window Help
_@l@lﬂl @ %llﬂl nl“‘l I j @lﬂ;l%l Iﬁ.'_= Wl@l ®\|®\| |5@ferfa£anguage,,, j ﬂ
Offne 0. 10Foes R ‘@ pattr [USBIE Backplanel v &
Disebled qp :
No Forces »  More Installed
No Edits g | [ SFC Forces ﬂ HlthEﬂl ‘||'|‘M'|'()'|'(U)'|{L}| ﬂ
Fedundarcy B Egsglﬁwdzttalled @ i 4| v\ Favonites {TSately J Mams £ B1J_TmerfCouder J_iy
Controler Organizer I Module Propetties: ETH_Public:0 (1763-L36ERM 20.1) .c
E [=-E5 Contraller Produced_9300ENA -
i ] Controlr Tags ieneral | Eonnectionl Modulelnful Itemet Protncull Fort Eonfiguratinnl Networkl Tirne S}'nu:l
N (3 Controller Faul Hander
LN [ (3 Power-Up Handler Type: 1763-L36ERM CompactlogixbI36ERM Controler
EIBT%aSkS X WYendor, Lillen-Bradley
B ManTas : i ~ Ethernet Addess
CE: MarFrogan Parent; ETH_Public
----- (7 Unscheduled Programs | Phases Mare: Cangume J300ENA " Private Netwark;
(=453 Matian Groups L
11 Ungrouped fes Descrpton B & IP Addre )
----- (7 Add-0n Instructions .
EIH Data Types J " Host Name:
C@o User-Defined ~ Madule Defirion
C@o 3tings Serles Change-... |
% sddcic;'j'D;fi”Ed Revisian: 01
+-Lp Predsfing . . .
3 Hodul-Defied Electioric Keying: Disable Keying
..... [ Trends onnection; Hone
EE\'.I 110 Configuration
H-E 1756 Backplane, 1756-A13
8 [0] 1756-L75 Produced_9300ENA
= § 1] 756-EN2T ETH Publ
Elﬁ Ethernet
ﬂ 1756-EN2T ETH_Public
) 1763-L36ERM Consume_J300ENA
Description
Stetuz tfline
[ Macule Faut

IP Address step 3 item B

5. Create the tag Producer type
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General
M anne: ProducedT ol 36E Rk
Dezcription: Wfrike b -
CompactLogix LIBE R
[meszage]

=
Type: I Produced j Connectian... |
&lias Far: | ;l

Data Type: IDINT _I

Scope: Eﬂ Produced_S300E M

Esternal : =
A I Readfrite J
Style: I Decimal j
[T Constant

k. I Cancel Smply Help

6. Create the Consumer Controller project
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74 RSLogix 5000 - Consume_9300ENA [1769-L36ERM 20.14]
Fie Edit View Search Llogic Communicgtions Tools Window Help

8 & Hl @ %llﬂl ”l“ll j #nlui.l%l IE Wl@l @)\le\l |.‘:E.-'Efiéi§.’.-_ﬁb'§_ﬁfm j ﬂ
Offine 0. I AN T A patr {UsBurE Mk
Mo Forces b, PDK qp
NoEds E erET LN e =] T R A !
i M \ Favorites £ Safety { Alarms £ Bt £ TmerCounter £ Iy

ConolerOnganzer % RX R Module Properties: Locak1 (1756-EN2T 4.1) -Jo]x]

(=51 Controllr Consume_9300ENA

General | Eonnection' Modulelnfo' Internet Protocol | Patt Eonﬁgwation' Time Sync'

..... (3 Power-Up Hander Type: 1756-ENZT 1756 10/100 Mbps Ethemet Bridge, Twisted-Fair Media e o
“a%“ . Veodor  Hendey e . |
[ MainTa | e
£ £8 MainProgram Parent: Local

(" Prvate Network: ~ 192.168.1

| Program Tags Name:

4
o @ MainRoutine L

----- (7 Unscheduled Programs | Phases Descipion j /1P Address: | 10 . 10 0166
(=1 Motion Groups v

] Ungrouped Aves J (" Host Name: I
----- (17 Add-On Instructions ~Madule Defiritian
)£ Data Types T | Sot: |1 v[

% User-Defined Revision: 41

-1y Strings (s ' .

E@o i d-%n-De b Blectronic Keying: Digable Keying

[],,[:@o Predefined Rack Connection: Nang

-9 Module-Defined Time Sync Connection: ~ None
""" 3 Trends Chassis Size: 13
Eﬁ 1/0 Confiquration

el 1769 Bus

- 1 [0] 1763 36ERM Consume_3300ENA
-2 Ethemet

------ {80 1765 36ERM Consume_3300ENA

= 1756-EN2TProduce S300ENA
- 175 Badiplane, 1756-A13
o [0] 1756475 PLC_Produced

------ ' [1] 1756-ENT Produce_9300ENA

Statug: Offine 0k, I Cancel | Anply | Help |

=] Wodule Defined Tags
Produce_9300ENA]
Produce_S300ENAD

| Description
Status Offine
|| Moduls Faut

7. Create the tag Consumer type
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| & Tag Properties - ConsumedTol75 =10] x|
General I
Name: ConsumedTal 75
Description: Read from ;I

CortrolLogix L75
{Tag Produced)

=
T}"DEZ ICDI'ISIJI'I'IEd j Connection ... |
Alias Far: I j

Scope: H4 Consume_9300ENA

Bt | - p—
ema: IHeadf"n"u'nte J

Style: IDecimal j

[T Constant

| QK I Cancel Epply Help
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G | I T

e | X
Name: |ConsumedToL 75 Connection |Status|
Description: Read from 2] Trn T

ContralLogix L75 Q" LC.Froduced

(Tag Produced

g Produced) Remote Data: [Poducod oL I5ER

J (Tag Mame or Instance Number)
RPI: IEE'.E' pes [
: =
Type: ICnnsumed j Connection... |
Hlias For: | j ¥ Use Unicast Connection over EtherMet/IP
Scope: &l Consume_3300ENA
OK I Cancel Help
Blemal |Read/Wite =l
Arcess:
Style: IDecimal j
™ Constart
0K Cancel Sply Help
8. Check the tag Consumer type and ensure that the value is 0 before download the Producer Controller
project
Scope: I @Ennsume_SSDDE j Shaw: IAIITags jl\(
H oy g fgr_c_e Mask  *|Shle Data Type Description Carstant
[H-ConsumedT oL 75 0 _D Decimal DINT Read from Contral.. | [©
HmsgTa i . MESSAGE r
[+|-Produce_3300ENA] [aadl] el ABTTEE_EMET_... r
[+|-Produce_3300ENAD [aadl] el ABTTEE_EMET_... r
[+-ReadFromL75 ] Decimal DINT Read from Contal.. | [
J-'W'rileTuL?E £543792 Decimal DINT Witeto Contralla.. | [
9. Check the tag Producer type and ensure that the value is 567436090
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#t RSLogix 5000 - Produced_9300ENA [1756-L75 20.14] - [Controller Tags - Produced_9300ENA(controller)]

A Fle Edt View Search Logic Communications Took Window  Help

EEEEREERRE o] e[k V8 Q18| [euomms. 3 8]
Rem Fiun i (I8 ggthT;Eesz -:?J- ‘@ Path | LSBVEABackglangh v ﬂ
No Forces . Nonenstaled
Nobds @& SFCFoces o Hla|e] ] 0] o]0 ]
Bedundaricy 04 Bgsglﬁfstalled @ i M\mehes A Bdd-On £ Marma A BR £ Timer/Courter A I

L) ConkrolerOrganizer 83X Scope: IﬂﬂPmduced_SSDDE VI Show IA"TagS v”?.
E [+ Controller Produced_9300ENA
% Contraller Tags Nae zz| e | Vaue € |Foce Mask €| Shle Data Ty
u [ Controller Fauk Hander HMS6_Read oo} ... MESSAL
4 [ Power-Up Handler FMSG_Wiie {.) [oond MESSAG
B Tasks . H Procuoed oL 36ERM »| sera36090 Decinal DINT
E% MamTalsk [H-ReadFron 6543792 Decimal DINT
5 E--& MainProgram
3 Program Tags [+ WriteToL3GERM 305057954 Decimal DINT

10. Check the tag Consumer type and ensure that the value 567436090 is there after downloading the
Producer Controller project

% RSLogix 5000 - Consume_9300ENA [1769-L36ERM 20.14] - [Controller Tags - Consume_9300ENA(controller)]
(A Fle Edt Vew Search Logic Commuricatons Toos Window Hep

3l & SR -l o] Al [ {9 &l
Renfun ) Rt pat [U56VE EE

F

NaFarces b I Cortoler DK

NoEd g::i;“;’i% { Hlele] ] o] 6]

)

M\Fauorites J Acd-On g Alarms £ Bt & TmerlCounter 4

Controler Crganizer -
= Soope; I Cansume_S300E vl Show: 4l Tags v IY,
(= Controler Consume_S300ENA @ﬂ
..... Controler Tags | Eripe e Hacehak €| Sy Data Type Desciption Conglan
----- (3 Contraller Faut Handier 567436090 _-HDecimal DINT ReadfomContal.| [
—
----- (3 power-Up Hande +epT —ss [o MESSAGE r
“E“g"; e  Poce SHOCENA oo Lo A3 1758 ENET.. r
Eé’”m;snpmm  Proce SA0ENAD ] fo.) BT ENET. r
LB Proga Tags FReadFronL 75 908057954 Decimal DINT ReadfomContal.| [
E MainRoutine FHufteTol T8 1343792 Decimal DINT WitetoContalo. | [
----- ["71 1 narhed fed Branrame | Dhazes

Attachments

DISCLAIMER

This knowledge base web site is intended to provide general technical information on a particular subject or
subjects and is not an exhaustive treatment of such subjects. Accordingly, the information in this web site is not
intended to constitute application, design, software or other professional engineering advice or services. Before
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making any decision or taking any action, which might affect your equipment, you should consult a qualified
professional advisor.

ROCKWELL AUTOMATION DOES NOT WARRANT THE COMPLETENESS, TIMELINESS OR ACCURACY OF
ANY OF THE DATA CONTAINED IN THIS WEB SITE AND MAY MAKE CHANGES THERETO AT ANY TIME IN
ITS SOLE DISCRETION WITHOUT NOTICE. FURTHER, ALL INFORMATION CONVEYED HEREBY IS
PROVIDED TO USERS "AS IS." IN NO EVENT SHALL ROCKWELL BE LIABLE FOR ANY DAMAGES OF ANY
KIND INCLUDING DIRECT, INDIRECT, INCIDENTAL, CONSEQUENTIAL, LOSS PROFIT OR DAMAGE, EVEN
IF ROCKWELL AUTOMATION HAVE BEEN ADVISED ON THE POSSIBILITY OF SUCH DAMAGES.

ROCKWELL AUTOMATION DISCLAIMS ALL WARRANTIES WHETHER EXPRESSED OR IMPLIED IN
RESPECT OF THE INFORMATION (INCLUDING SOFTWARE) PROVIDED HEREBY, INCLUDING THE
IMPLIED WARRANTIES OF FITNESS FOR A PARTICULAR PURPOSE, MERCHANTABILITY, AND NON-
INFRINGEMENT. Note that certain jurisdictions do not countenance the exclusion of implied warranties; thus, this
disclaimer may not apply to you.

This page is best viewed in Internet Explorer 11, Edge, Firefox 41, Chrome 46, Safari 9 or newer.
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